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1. MACHHOPT ®OHJA OINEHOYHBIX CPEJACTB

1.1. O61acTh NPUMEHEHUSA

®onn oneHouHbix cpeactB (DPOC) — HeoTheMieMas dYacThb paboueit
porpamMMbl AUCHUIUIMHBL (MOyJis1) OCHOBBI MH(POPMAIIMOHHOW 0€30MaCHOCTH U
NpelHa3HAaYeH JUIsi KOHTPOJISI W OLEHKH 00pa3oBaTENbHBIX JTOCTHXKCHHIM
CTYJEHTOB, OCBOUBILHX IPOrPAMMY JUCUUIIIMHBI (MOIYIIS).

1.2. Hean u 3aga4u GoHAA OLIEHOYHBIX CPEACTB

Henp @OC —  yCTaHOBHTH

COOTBCTCTBUC YPOBH:A IIOATrOTOBKH

oOyuarorerocsi TpeboBanusim @DI'OC BO OakamaBpmar / cneruanurer /
MarucTtparypa Mo HampaBieHuto noarotoBku 46.03.02 JlokymeHTOBeIEeHHE U
apXUBOBEJICHUE, YTBEPKIECHHBIM MTpUKa3oM MUHHCTEpCTBA 00pa30BaHUsI U HAYKH
Poccuiickoit @enepanuun ot 29 okts6ps 2020 r. Nel343 (¢ u3MeHEHUSIMU H

JOTIOJTHEHUSIMH ).

1.3. Ilepeyens kommneTeHUMii, (popMHPYeMBIX B Mpolecce OCBOECHHS
OCHOBHOI1 00pa30BaTeIbHOI MPOrPaMMBbI

HpOHCCC OCBOCHU JAUCITUITIIMHBI

HampaBieH Ha GOpMHUpPOBaHUE

clIeayrommux KOMHGTGHHI/Iﬁ N HHAUKATOPOB UX NOCTHUIKCHMA:

Koa mo ®T'OC BO

\ HNHaukaTop 10CTHKEHUS

YHuBepcaabHbIe

Ob6menpodeccnoHanbHbIe

OIIK-4. CnocobeH mOHUMATh TTPUHIIMITBI
paboThI COBPEMEHHBIX HH()OPMAIIMOHHBIX

TEXHOJIOTHI U UCHOJIb30BaTh UX JJIsI peHiCHus

3a/1a4 Po(PECCHOHATILHON ACSITEIHbHOCTH

OIIK-4.6. Mcnionb3yeT COBpEMEHHBIE
MH(POPMALIMOHHBIE TEXHOJIOTHH IS 3aIUThI
ciry>xe0HOI HHpopMau

[Ipodeccuonanpubie

1.4. dranbl GopMHpoOBaHMs KOMIETEHUM M CpeICTBA OLEHHUBAHUS

YPOBHS UX ¢)OPMHPOBAHHOCTH

Jranbl popMmupoBanus komnereHuuii | Komnerenuuu KoHTpo/1bHO-011€eHOYHbIE
cpeacTBa / cnocod olleHMBAHUS

Tema 1. OcHOBBI HH(OPMALIMOHHOM OIIK-4 Beimonuenue 1ab0paTOPHBIX

0e301acHOCTH pabor

Tema 2. Meroabl pe3epBHOTO OIIK-4 Beinonuenue J1a00paTOPHBIX

KOIMMPOBAHUS TAHHBIX pabor

Tema 3. Mertoabl ayTeHTUDUKALIUN U OIIK-4 Beinonuenue J1a00paTOPHBIX

aBTOpHU3ALUU pabor




Tema 4. AHanu3 1 HacCTpoiKa OIIK-4 Beinonuenue J1a00paTOPHBIX
0€30I1aCHOCTH B OTIEPALIMOHHBIX pabot
cucremax cemeiicrea MS Windows
Tema 5. OCHOBBI KpUNITOTpaPUIECKON OIIK-4 Beinonnenue 71a00paTOPHBIX
3alUTHl UH(OpPMAIHH pabor
Tema 6. KomnbroTepHble BUPYChI OIIK-4 Beimonnenue 1ab0paTOPHBIX
pabot
Tema 7. OcuoBsl ceTeBoii 6e3omacuoctu | OIIK-4 Brimonnenue 71a00PaTOPHBIX
pabor
Tema 8. OCHOBBI 3aXBaTa U aHATIU3A OIIK-4 Beinonnenue 71a00paTOPHBIX
Tpaduka pabot
OIIK-4 KonTponbnas pabota
Tekymas arrecTanus
OIIK-4 DK3aMeH

IIpomeskyTouHas arrecTaums

1.5. Onucanue nokasareseil GopMupoBaHUs KOMIETEHIUH

Kox xomnerennuu

Pe3yabTarsl cGOpMHUPOBAHHOCTH

OIIK-4. CnocobeH MOHUMAThH
MIPUHIIMUIIBI pA0OTHI COBPEMEHHBIX
WH(OPMAIIMOHHBIX TEXHOJIOTHI U
UCIIOJTb30BATh UX JUISI PEIICHUS
3a/1a4 poeCcCHOHATIBHON
JIEATENIbHOCTH

OIIK-4.6. Vcnonb3yeTr coBpeMEeHHbIE HHPOPMAIIIOHHBIE
TEXHOJIOTHH ISl 3aIIUTHI CIyXeOHON NHpOpMaun

1.6. Kputepun oueHnBaHusl KOMIETEHIMH HA Ppa3HBIX IJTamax ux
(popmupoBanus
Buj yueGHoii padoThl \ KounuectBo 0a/1510B
7 cemectp / 9 TpumMecTp
10010 0-390 390
Odopmienune oT4eToB MO JTA00PATOPHBIM 30 6amoB 30 GamioB
pabotam
Pabota Ha 1a60paTOPHBIX 3aHATHSIX 30 6amnoB 30 6amioB
BeinionHeHUEe TECTOBBIX 3aJ]JaHUIN - -
Brinonnenue 3aganuii caMOCTOSATEILHOM 10 GamoB 10 GamoB
paboThI
3adera 30 6amioB 30 6amioB
HTroro 3a cemectp: 100 GansoB 100 Gannos
Bcero 100 GamnoB
HaxonurenbHas cucreMa oneHuBanud mo 100-6aanbHo0M mKaJje
Yerbipexoali- 100- BykBenHas mikaJa, coorBercTByromas 100- Cucrema
JIbHasl CHCTeMa |0a/LuIbHAsA 0aJUILHOI 1IKAaJIe OlleHUBAHUS




OICHUBAHUA
IK3aMcCcHa

KaJga

3avderTa

OT1inyHo

90-100

A — OTJIMYHO — TEOPETHUYECKOE COJICPIKaHKe Kypca
OCBOEHO IMOJIHOCTBIO, O6€3 MpoOeoB; HeOOXOIUMBIC
MPaKTHYECKHE HABBIKK PA0OTHI C OCBOCHHBIM
MaTeprasoM cOPMHUPOBAHBI; BCE
[PeAyCMOTPEHHBIE IPOrPAMMOI 00y UEHHSI
y“ICGHBIe 3aJaHus BBIIIOJIHCHBI, KAYCCTBO UX
BBITTOJTHEHHUS OIICHEHO YUCIIOM OaJlIOB, OJIU3KUM K
IMaKCUMAJIbLHOMY

Xopomuio

83-89

B — 0ueHB XOPOIIIO — TECOPETHUUECKOE COJCPIKAHUE
Kypca OCBOCHO TIOJTHOCTBIO, 03 TIPOOEIIOB;
HEO0OX0IMMBbIC TTPAKTUICCKHE HABBIKKA PAOOTHI C
OCBOCHHBIM MaTEPUAIOM B OCHOBHOM
C(OPMHPOBAHBI; BCE MPEAYCMOTPEHHBIE
[porpamMmMoii o0ydeHust yaeOHbIC 3a1aHus
BBIITOJHEHBI, KAYECTBO BBIITOIHEHHS OOJIBIIMHCTBA
M3 HUX OIICHEHO YKCJIOM 0ajjIoB, OJIM3KUM

K MAKCUMAJIbHOMY

Xopomo

75-82

C — X0Opo1I0 — TEOPETUYECKOE COJIEpKaHNE Kypca
OCBOEHO IOJHOCTHIO; HEKOTOPbIE TPAKTUYECKUE
HaBBIKH pabOTHI C OCBOCHHBIM MaTE€PUATIOM
c(hopMUPOBaHbI HEIOCTATOYHO; BCE
MIPEAYCMOTPEHHBIE TPOTPAMMOI 00yIECHUS
yueOHBbIE 33/JaHUS BHIMOJTHEHbI, KAYECTBO
BBITIOJTHEHHS] HU OJHOTO U3 HUX HE OILIEHEHO
MUHUMAJIbHBIM YHUCIIOM 0allIOB, HEKOTOPBIE BUIBI
3aJIaHUI BBITTOJIHEHBI C OMIMOKAMU

Y noBnerBo-
pUTENBHO

63-74

D — y1oBneTBOPUTEIBHO — TEOPETHUECKOE
coJiep’KaHue AUCLIUIIIIMHBI OCBOEHO YaCTUYHO, HO
npo0esbl He HOCAT CYIIECTBEHHOI'O XapaKTepa;
HE0OXO0UMbIE TPAKTUUECKHNE HABbIKU PabOThI

C OCBOEHHBIM MaTEPHUAJIOM B OCHOBHOM
chopMupoBaHbI; OOJIBIIUHCTBO
IPEIYyCMOTPEHHBIX MPOrpaMMOi 00y4YeHHUs
yueOHBIX 3aJJaHUI BBHIIIOJHEHO, HEKOTOPhIE

U3 BBINOJIHEHHBIX 33JJaHUH, CO/IepKaT OIINOKU

VY nosierBo-
pUTENBHO

50-62

E — mocpencTBeHHO — TeopeTnyeckoe
coJiep:KaHue Kypca OCBOCHO YaCTHYHO;
HCKOTOPBIC IMPAKTUYCCKHUE HABBIKU pa6OTBI

He c)OPMUPOBAHBI, MHOTHE TIPETyCMOTPEHHBIE
mporpamMmoi oOydeHus yaeOHbIC 3a1aHHs

HE BBITTOJIHEHBI TNOO KaYeCTBO BHITIOJTHEHHS
HEKOTOPBIX M3 HUX OIICHEHO YHCIIOM OaJlIOB,
OMM3KUM K MUHHUMAIILHOMY

3auteHo

Heynosnero-
pUTENBHO

21-49

FX — Hey1oBIEeTBOPUTENBEHO — TEOPETHUECKOE
CoJ/IepXaHue Kypca OCBOCHO YaCTHUYHO;
HE0OXO0IUMbIE TPAKTUUECKHUE HABBIKU pabOThI
HEe COPMUPOBAHBI; OOJBLITHHCTBO
MPElyCMOTPEHHBIX MTPOrpaMMOil 00yUeHHs
yueOHBIX 3aJ]aHH HE BHITIOJIHEHO JIMOO Ka4eCTBO
UX BBIIIOJIHEHUS OLIEHEHO YUCJIOM 0aJuIoB,
OMU3KUM K MUHUMAIILHOMY; TIPH
JIOTIOJTHUTEIILHOM CaMOCTOSATEILHOM paboTe Hall

MaTepUaIoM Kypca BO3MOKHO IOBBIIIIEHHE

He 3auteno




KadyeCTBa BBIITOJIHCHHUA y‘le6HI>IX 3a,£[aHPII>’I

Heynosnerso-
PHUTEIBHO

0-20

F — HeynoBIETBOPUTENBEHO — TEOPETUYECKOE
cofiep’KaHKe Kypca He OCBOEHO; HEOOXOANMBbIe
NPAaKTUYECKHE HABBIKUA PaOOTHI

He c(OPMUPOBAHBI; BCE BHINIOJIHCHHBIEC YIeOHbIE
3aJjaHusl CoJIepKaT rpyOblie OMMOKH,
JIONOJTHUTEIIbHASL CAMOCTOSATENIbHASL paboTa HaJ
MaTepHajoM Kypca He IPUBEIET K KaKOMY-JTH00
3HAYUMOMY TTOBBIIICHHUIO KAYE€CTBA BHITOJTHEHUS
y4eOHBIX 3aJJaHul




2. KOHTPOJIBHO-OHEHOYHBIE CPEJICTBA

2.1. OueHoYHBbIE CPECTBA TEKYIEr0 KOHTPOJIA (TUIOBBIE)

Bomnpock! a1t TeKymero KOHTpos:

HazoBute 6a30Bble MOHATHS HHGOPMAITMOHHON 0€30M1aCHOCTH.

Omnpenenute OCHOBHBIC BHJIBI YTPO3 HHPOPMAITMOHHBIM PECypCaM.

[Tosicaute cyth Metogonorun STRIDE?

Kaxue u3 yrpo3 no merogosorun STRIDE npencrtaBistoT HanuOoIbIIyIO

OMacCHOCTh?

[Tosicaute MeToauky orieHku puckoB DREAD?

[TosicHuTe TEPMHUH SKCIUIOUT?

B uem otimmuusa mexay merogukamu DREAD u OCTAVE?

[losicauTe cyTh TepMHHA KOH(UICHIIUAIBHOCTb, MPUBEIUTE MPUMEPHI

KOH(pUIESHIHATBHOU HHGOPMAIIUH.

9. Bpim moJTy4eHbI 1BE OIEHKH 0€301TaCHOCTH MH()OPMAITMOHHON CHCTEMBI:
nepBas -- Ha OCHOBAaHMHM ONPOCa OYEHb OOJIBIIOTO YHCa OOBIYHBIX
MoJb30BaTeNieii, BTOpas -- HAa OCHOBAaHUM MHEHHUSI Y3KOTO Kpyra
skcnepToB. Kakas 13 OLIEHOK Ha Balll B3Il 00Jiee TOYHas.

10.[TpuBeauTe MpUMEpPHl CaHKIIMOHUPOBAHHOTO M HECAHKIIMOHHPOBAHHOTO
J0CTyIa.

11.MoxxHo 71U cyuTaTh YyCTaHOBKY aHTuUBUpyca Ha I[IK kommiexcHoi
zammrot UC?

12.Kakast 3 METOJI0JIOTHI aHaliM3a MHPOPMAIIMOHHBIX YTPO3 HA Balll B3TJISA
6onee 3¢ hexTuBHA?

13.Ha3zoBute MeTOBI CKATHS TAHHBIX KOTOPBIC B 3HACTE.

14.OnumuTe 0OCHOBHYIO Ueto anroputMma Xaddmana.

15.00bscHUTE pa3HULLY MEXK]Yy CKATUEM U apXHUBaIUEH.

16.Kakum 00pa3oM HCIIOJIb30BaHHE apXMBOB CBSI3aHO C 0€30MacCHOCTHIO
uHpopmanuu?

17.B xakux ciaydasx IieJecoo0pa3Ho, a B KOTOPBIX HeleaecooOpa3Ho
HCMOJIb30BAaHUE APXUBOB?

18.Moryr apxuBel ¢opmata ZIP cogepxkarb uHGOpPMALMIO IS
BOCCTAHOBJICHUS?

19.TTokaxxute, KakuM 00Opa30M MOXKHO 3a0JIOKMPOBATh apXHB, YTO O3HAYACT
naHHast GyHKIUs?

20.0nummTe  OONIyI0 MOCHEAOBATENIbHOCTh  JEWCTBUMA JJI  3alTUTHI
nH(}OpMAIUU TIPU CO3/IaHUN apXHBA.

21.HazoBute ocHOBHBIE TexHONMOTHU RAID.

22.Ha3oBuUTE OCHOBHBIE METOJIbI TyOJIMPOBAHUS HH(POpMAITUH.

23.0nuimTe NperuMyIlecTBa U HEJOCTATKU Pa3IMUHbIX ypoBHe RAID.

24 Kak Ha3pIBaeTCs B COOTBETCTBUM C MPOLEAYypod JTyOJIUpOBaHMS
pazIuMyaloT METOJl, KOTOpBIM MpejnoaraeT co3fgaHue nyouei
onpeaeneHHbIX (aiaoB?

25.Ypoeenb RAID B  koTopoMm  mpeamosiaraercsi — MoodepeHoe
UCIIOJIb30BAHUE  LEJOCTHOCTH M JOCTYMHOCTH HMH(POpMALUU TPH
CTUXHIHBIX OCICTBHSIX U KPYITHBIX aBAPUSIX HA3BIBACTCHL. ..

el NS
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26.B yem 0COOCHHOCTH AUCKPEIIMOHHON MOJUTUKU Oe3omacHocTu? B kakux
ClIy4asix €e MCIOJIb30BaHNE Hellenecoo0pa3Ho?

27.0nuimTe NpeMMyllecTBa M HEAOCTAaTKM MaHJATHOM  IMOJMTHUKHU
0€30MacHOCTH.

28.B kakux ciayyasx IpUMEHsIETCS TaCCUBHAsl ayTeHTUhUKAIH?

29.Ha3zoBuTe ABa OCHOBHBIX MOAXOJAa TNpHU CO3JaHUMM Habopa TMpaB u
IIPUBWIETHHN ITOJIB30BATENEH.

30.Kto ympaBnser paspeuieHHsIMH Ha JOCTYNl K pas3ieiam peecTpa H
nouemy?

31.Kakue u3 00beKTOB MOTYT HAcJeI0BaTh Pa3pelieHus] Ha JOCTYN K HUM U
OT KOro?

32. 1111 4ero mpeaHa3HAYeHBbl MapaMEeTpPhl CO3/1aBAEMOM YUETHOW 3amuCH
ITOJIb30BATEIS?

33.B uem pa3HuIa MeXay OTKIIOUEHUEM U OJIOKUPOBKOM y4eTHOH 3anucu?

34.B uem 1enecoo0Opa3HOCTh pa3OMEHUsi MHOXKECTBa IOJb30BaTeNiel Ha
rpyIIbI?

35.Kak HazHayaroTcs mpaBa IMOJL30BATENSIM M TPYIINAM B 3allUIIEHHBIX
BEpCUSIX onepanuoHHoi cucteMbl Windows?

36.Kakue TpeboBaHMS MO CJIOKHOCTH MOTYT MPEAbSIBIATHCS K MApoJisiM B
onepaunoHHo# cucreme Windows?

37.Yto Takoe kpumnrorpadgus U KaKOBbI €€ OCHOBHBIC IIETH B KOHTEKCTE
3aIuUThl UHGOpMauu?

38.Kakue OCHOBHBIE METOJBI KPUNTOTpaQHUH CYIIECTBYIOT M Kak OHH
KJIacCCU(UIUPYIOTCS?

39.Yto mpencraBiseT coOoil mmdpoBaHWE W Kakue BHIbI MM(pOBaHUS
CYIIECTBYIOT?

40.Kakum oOpazoMm paboTaeT CHUMMETPUYHOE MIU(poBaHUE, U KaKHe
OpUMEPHI AITOPUTMOB UCTIONB3YIOTCS B 3TOM THUIlE MK (poBaHUs?

41.YTo Takoe acuMMETpUYHOE MU POBAHUE U B YEM 3aKITFOYACTCS TPUHIIUIT
UCIIOJIb30BaHUS OTKPHITOIO U 3aKPBITOTO KITIOUEH?

42.Kakye OCHOBHBIC TMPHUHIHUIBI PabOThl KpUNTOTpadhUUECKUX Xell-
GyHKIIUN 1 B YeM UX MPUMEHEHue?

43.YT10 npeacTaBistoT co00M 1udpoBbIe MOAMUCH U KaK OHU 00€CTIEYMBAIOT
ayTeHTU(UKALINIO U IIETOCTHOCTh JaHHBIX?

44 Kak paboraer nporokon odbmena kmoyamu Diffie-Hellman, u kak on
oOecrieunBaeT 0e30MacHbIil OOMEH KIItouaMu ISl IUpoBaHus?

45.9to Takoe araka mocepeamHe (man-in-the-middle) u kakue MeETOBI
NPUMEHSIOTCS IS €€ TTPEIOTBPAIICHHS B KpUNITOTpaduu?

46.Kakve TpUHIUIBI JIe)KAT B OCHOBE aTaku Ha MU(p ¢ UCMOIH30BaHUEM
no10opa Kiro4a U Kak 3TOMY MOKHO MPOTUBOCTOSITH?

47.YT10 Takoe CTOMKOCTh KPUNTOCHCTEMBI U MTOYEMY 3TO BaXKHBIM ACHEKT B
obecrnieueHr Kpunrorpaduaeckoit 6e3omacHoCcTH?

48.Kakum 00pa3oM peanu3yeTcsi 3alluTa OT aTakd IO BpeMeHu (timing
attack) B xpunrorpadun?

49.Kakue CymecTBYIOT METOAbl KpUNTOrpauueckoro ayreHTUu(UKALUd U
KaK OHM MMPUMEHSAIOTCS B cUCTeMax 0e30MmacHOCTr?



50.YUto Takoe kpuntorpaduyeckas CojJib U KaK OHa IOBBIIIAET CTOMKOCTb
XEIIMPOBAHUS MapoJiei?

51.Kakum oOpazom Kkpunrorpadgus HCHOJIB3YyETCS JJid 00eCIeueHHs
KOH(UIEHIIUATLHOCTH JIaHHBIX B CETH?

52.Yt0 Takoe OMOMETPHYECKHE METOJAbl ayTeHTH(UKAIMU W KaK OHU
COUEeTaIOTCs ¢ Kpunrorpadueit?

53.Kak  mmdpoBanue KoHeuHbIX Touek (end-to-end  encryption)
obOecrieunBaeT KOH(MUICHIIMATHLHOCTh JAHHBIX B KOMMYHHKAITMOHHBIX
MPUIOKEHUSX ?

54 .Kakum o0Opa3zom pa0OoTaeT KBAaHTOBas KpuOoTorpagpus H B YeM
3aKJIK0YAETCS €€ CTOUKOCTh K aTaKaM KBaHTOBBIX KOMITBIOTEPOB?

95.YT1o Takoe kpunrorpaduyuecKue MpOTOKOIbl U KaK OHM MPUMEHSIOTCA B
oOecrieyeHnn 0€30MacCHON KOMMYHHKAIUU?

56.Kakue BBI30BBI BO3HUKAIOT NPHU HCIOIB30BAHUM KPUOTOrpapuu B
obnactu unTepuera Bemei ([oT)?

57.Kakum 06pa3om kpunrtorpadusi HCHOIb3YeTCS B CUCTEMax 3JIEKTPOHHOM
MOJMUCH JJIs1 00eCTIeYeHUs JOBEPHS K DJIEKTPOHHBIM JOKyMEHTam?

58.Kak npoucxoaut obecrieueHne 0€30MacHOCTH B OJIOKYEHH-TEXHOJIOTHIX
C UCIOJIb30BaHUEM Kpunrtorpapuun?

59.Kakue Metonpl kpuntorpa@uu MPUMEHSIOTCS IS 3alUThl HHPOPMAIIH
Ha ypoBHE (pailyioB U AUCKOB?

60.Yto Takoe kpumnrorpaduueckue aTakd C HCIOJB30BAaHUEM KaHAIIOB
obpatHoi ctoponsl (side-channel attacks) u kak UM IPOTUBOCTOSITH?

61.Kakum oOpa3zom oOecreunBaeTcsi 0€30MaCHOCTh KPUOTOTpadhUueCcKux
KJIFOYEN U UX XPaHECHHE?

62.Kakne craHmapThl U aqTOPUTMBI IMIH(PPOBAHUS ITHUPOKO MPUMEHSIIOTCS B
COBpPEMEHHOU Kpuntorpapuu?

63.Yto npencraBnsaroT coboii kpunrorpadudeckue nmpotokossl TLS u SSL,
U KaK OHU 00ecTieunBarOT 6€301aCHOCTh B MHTEpHETE?

64.KakuM 00pa3oM TEXHOJOTHS KBaHTOBOTO Kiroua (quantum key
distribution) oGecrieunBaeT 6€30MaCHBIA OOMEH KITFOYaMu?

65.UT0 Takoe kpunrorpadhuIecKuii MPUHIIKAI HYJICBOTO J0BepHs (zero-trust)
Y KaK OH MIPUMEHSETCS B COBPEMEHHBIX CHCTEMax 0e30MmacHOCTH?

66.Yto mnpenctaBisiOT CcOOOW KOMIBIOTEPHbIE BHUPYChl W Kak OHHU
pas3IuyaroTcs OT IPyrux GopM BPEIOHOCHBIX ITporpaMm?

67.Kakum 00pa3oM KOMIBIOTEPHBIE BHPYChI PACHPOCTPAHSIOTCA U KAKUE
METOJIBI 3alIUThI MOTYT TIPEIOTBPATUTD UX Mepeaady?

68.Uto Takoe TPOSHCKHE MPOrpaMMbl M KaKWE OCHOBHBIC I OHH MOTYT
IpeciieIOBaTh B KOHTEKCTE KOMITBIOTEPHBIX BUPYCOB?

69.Kakue BuABI MOBPEKICHUI MOTYT BBI3bIBATH KOMIBIOTEPHBIE BUPYCHI U
KaK OHU MOTYT BO3/JI€IICTBOBAaTh HAa pPa0OTYy KOMIIBIOTEPHOI CUCTEMBI?

70.Yto mpeacTaBisitoT coOOM yepBU (WOrms) WU B UEM 3aKIIOYACTCS HX
OCHOBHOE OTJINYHE OT OOBIYHBIX BUPYCOB?

2.2. OueHoYHbIE CPeACTBA /51 MPOMEKYTOYHON aTTeCTANINH

BOHpOCLI AJI1 IPOBEACHUS aTTCCTAllUK



©CoNo Ok~

10.
11.
12.
13.
14,
15.
16.
17.

18.

19.

20.
21.
22,
23.
24,
25.
26.
27,
28.
29.

30.
31.

32.
33.
34,
35.

36.

Kakue ocHoBHble ¢yHKuu Opanamayspa? CrnocoObl BKIIOUEHUS U
BBIKJIFOUEHUSI OpaHaMayapa.

Kak 3amyctute OpaHaMmaysp B peXHMME IOBBIIIEHHOW O€30I1aCHOCTU C
HOMOUIbI0 KOMaH/IHOM CTPOKHU?

Kak co3gath HOBOE MpaBWIO Uil HUCXOASIIMX WM  BXOJSALIMX
MOJIKJTFOYECHUNI ?

Kak OTKpBITh WM 3aKpBITh MOPT C TOMOIIBIO OpaHaMay3pa?

Kak pa3pemnts npon3BOIBHON IPOrpaMMe JOCTYH K CETH € IIOMOLIBIO
Opanamayspa?

Kakoii u3 cranaapTHbIX poduiiel JoKeH ObITh Hanboiee 3aluieH?
Kak ObICTPO OTKPBITH MMAHEIb YIPABICHUS?

Kak OpicTpo 3amycTuTh OpaHaMaysp B pEXHME IOBBIIICHHON
0e3onacHoCTH?

Uro nenaeT KoMaH[a services.msc?

Kak 3anyctuth yrunuty cmd B pexume aiMUHUCTpaTopa’?

Kak OTKpBITh OKHO JIOKQJIbHBIX MOJUTHK O€30M1acCHOCTH?

3aueM NpoBepsITh CUCTEMHBIE (haiiibl?

Kakum 06pa3oM MOKHO MPoBEpUTH HUPPOBYIO NOANUCH (aitinoB?

Kak otkpbiTh peectp Windows?

[IpuBeauTE OCHOBHBIE KOMaH/bI 000J04KH cmd.

Kakue u3 yrtumut cuctembl Windows HENOCPEACTBEHHO CBS3aHbI C
0e30MacHOCTbIO HH(POpMALIUH?

HazoBuTe OCHACTKM, HCHOJIb3yeMble [JIsi HACTPOWKH MapameTpoB
0€30MacHOCTH.

Ha3zoBuTe OCHOBHBIE CIOCOOBI  3amycka JIOKAJbHBIX  MOJUTHUK
0€30MacHOCTH.

Ha3zoBute 1 00bACHUT YPOBHE IPYNIIOBBIX ITOJUTHUK.

HazoBuTe nopsiiok NpUMEHEHUs IPYIIOBBIX MOJUTHUK.

Kak 3anmycTuTh KOHCOJIb YIIpaBiIeHUs?

Kak 106aBUTh HOBYIO OCHACTKY B KOHCOJIb yIIPaBICHUS?

OOBsCHUTE OCHOBHBIE MOJIUTUKU MAPOJIEH.

OOBsACHUTE TEPMUH TPYIIIOBAs MOJUTHKA.

Kakwue BuIbI TPYNTIOBBIX U JIOKAJIBHBIX MOJUTHK BbI 3HaeTe?

HazoBute Tpu cnocoa 3amycka peaakTopa rpyninoBbIX MOJIUTHK.
OObsicHuTe mapaMmeTpsl y3ia [lapameTpsl 6€30MacHOCTH.

s 4dero mpenHa3HAauYeHbl TOJNUTUKH ayAWTa, KaKk HACTPOUTh ITU
MOJIUTUKHU?

Kakue coObITHSI BO3MOKHO (PUKCUPOBATH C TIOMOIIBIO TMOJUTHK ayauTa’?
Kakum o00pa3oM ayauT MOKeT OBITh HMCIOJB30BaH [JISl TOBBIMICHUS
0€30M1acCHOCTH CUCTEMBI?

OOBbscHUTE HA3HAYEHHE OCHOBHBIX MOJUTHK ayIUTa.

JlaliTe onpesenenne MoHATHS adioHa 6€30TMacHOCTH.

Kakue npenmyiecTBa 1aeT UCHOIb30BaHUE IA0JIOHOB 0€30MacHOCTH?
Kakne u3 cmyx0 mo BamieMy MHEHHIO CIIEQyeT BBIKIIOYUTh MJis
MOBBIIICHHS 0€30MaCHOCTH?

Kakue MHCTpyMEHTHI ONEpPAlMOHHON CHUCTEMBI CIEAYET OJIOKMPOBATH
JUIsL OOBIYHOT'O TIOJIb30BATENS?
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38.

39.

40.
41.
42.

43.
44,
45,
46.
47.
48.
49.
50.

ol.
52,
53.
54,
55.
56.
o7.
58.

99.
60.

61.

62.

63.

64.

Kakue mnonuTuKM MOXKHO HAacTpaMBaThb C TIOMOIIBIO I11a0JOHOB
6e3onacHocTH?

Kak BBl cuuTaere, Kakue MapaMmeTphbl ClEeAyeT YyCTaHaBIUBAaTb W
IpYNIOBbIE  TOJUTUKM  HAacTpauBaTb TIpU  CO3JaHUU  I1a0JIOHA
0€30MacHOCTH.

Kakoe ocHOBHOe Ha3HayeHHWE OCHACTKM AHaiIU3 0€30MacHOCTH
KOMIIbIOTEpA?

B03MOHO JI1 OTKPBITh OCHACTKY AHaIU3 0€301aCHOCTH

KOMITBIOTEPA € MTOMOILBIO MAHEIH YIIPaBICHUS?

Kakum o6pasom no0aBmisitoTcss mabaoHbI O€30MacHOCTH K OCHACTKE
AHanu3 6€301acHOCTH KOMIIbIoTepa’?

N3MeHsI0TCSl HACTPOMKU KOMITBIOTEpA MPHU MPOBEACHUN aHAIN3a?
OOBsICHUTE, YTO O3HAYAIOT OTMETKH Y Ha3BaHUH MOJIUTUK MOCTIE
IIPOBEJICHUSI AaHAIN3A.

OOBsicHUTE KOMaH 1bl KOHTEKCTHOT'O MEHIO y3J1a AHAIIU3 U

HAcTpolika 0€30MacHOCTH.

Mo>kHO 11 MEHSTH a0JOH O0€30IaCHOCTH HETIOCPEICTBEHHO B OCHACTKE
AHanm3 6€301MaCHOCTH KOMITbIoTepa?

Kakasi ormetka Oyzner moka3aHa y Ha3BaHUS MOJUTUKHU IOCJE aHalu3a
1o mabJoHy O€30MacCHOCTH, €CJIM JaHHas MOJIMTUKA HE CYIIECTBYET Ha
KOMITbIOTEpE?

Kakoe ocHoBHOE Ha3HaueHue cpeactsa AppLocker?

Kaxkue 3amaun MoxHO pemiatsh ¢ momoibio AppLocker?

Kakue cnyx0Obl AOMKHBI paboTaTh AJIA TOrO, YTOOBI MCIOIB30BATH
npaBuia AppLocker?

OOBbsicHUTE, KaKUE Iark HY>KHO cIIeaTh JUIsl CO3JJaHusl HOBOTO ITpaBuia
B AppLocker.

Kakue cpencrBa oOnepalMOHHOM  CHCTEMBI  HCHOJIB3YKOTCA A
OJIOKUPOBKHM CMEHHBIX HOCUTEEH?

Kax y3nars ID yctpolictBa?

OO0BscauTe, uto Takoe VID u PID?

Kakue monutuku mpuUMeHStoTCsl 711 OJOKMPOBAaHUS YCTPOWCTB, B 4YEM
MEXKly HUMHU pa3Huua’?

OOBbsiICHUTE TEPMHUHBI O€JIbII CIMCOK M YEPHBIN CIHCOK YCTPOUCTB.

Yro npencrasusier co0oil cereBasi 0€30MaCHOCTh U TIOUYEMY OHA BakHA
JUTsl ”HPOPMALIMOHHBIX CUCTEM?

Kakue oCHOBHBbIE NPUHUMUIBI KOH(UIECHUHUATBHOCTH, LIEJIOCTHOCTH WU
JIOCTYITHOCTH JIAaHHBIX KaCalOTCs CETEBOM 0€30MacHOCTH?

Yro Takoe ayTeHTU(UKAIUS B CETEBOM 0€30MAaCHOCTU U KAKHE METO/IbI
MOTYT OBITb HWCHOJB30BAaHbl JUIsl TOATBEPKACHUS JIETUTUMHOCTU
MOJIb30BaTENS?

Kakum o0pa3om mmdpoBaHue MaHHBIX BIUSET Ha OOEcTeueHUe
KOH(UIACHIIMATFHOCTU B CETEBOW 0€30MacHOCTH?

Kakue BuabI yrpo3 MOTyT OBbITh MPEACTABICHBI B CETEBOM Cpelie, U Kak
KJIACCUPUIUPYIOTCS 3TH YTPO3bI?
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80.

81.

82.
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84.

85.

Uto Takoe araku mepexBara (sniffing) m kak OHH MOTYT OBITh
NpeI0TBpalIeHbl B paMKaX CeTeBOM 0e301acHOCTH?

Kakue MeToapl UCTIONB3YIOTCS SISl 00eCieYeHus IETOCTHOCTH JaHHBIX B
nepejaaye yepes ceTh?

Uto mnpencraBisier coboit duibTpanus mnaketoB (packet filtering) B
CETEeBOI1 0€30MaCHOCTH U KaK OHa paboTraer?

Kakum oOpazom artaku tuna "otkaz B oOcmyxkuBanuu" (DoS) moryt
YyIPOXKAaTh CETEBOM O€30ITaCHOCTH, M KaK MPEAOTBPATUTH TAKUE aTaKH?
Yro Takoe BuUpTyasibHass 4acTtHas cetb (VPN) M kak OHa MOXeT
o0ecnieunTh O€30MacHOE COCIMHEHUE Yepe3 OTKPBITYIO CETh, TAKYIO Kak
WNuTepnet?

Kak paGotaet 6psHAMay?p B KOHTEKCTE CETEBOM 0€30MacHOCTU U KaKue
(yHKUIHMH OH BBINOJHSAET?

Uro mnpencraBistor coboit araku "dummHra" (phishing) u  kak
[0JIb30BaTEIM MOTYT M30erarh MOJ/1aBaTbCs Ha TaKME aTakh B CETEBOU
oe3omnacHocTU?

Kakue Meronpl ayTreHTH(UKALIUM MOTYT OBITh HCHOJB30BaHbI MJIs
oOecrieueHus: 6€30MaCHOCTH B O€CIIPOBOJIHBIX CETSX?

Uro takoe MHOro¢akTopHas ayTeHTHU(QUKALUSI U [IOYEMY OHA SIBISIETCS
Ba)KHBIM 3JIEMEHTOM CETEBOM 0€30MacHOCTH?

Kak ceTeBble ycTpoiiCTBa, TaKHE KaK MapuIIpyTU3aTOPbl 1 KOMMYTATOPBI,
MOTYT ObITh CKOH(DUTYpUPOBAHBI 1J151 OBBIICHUS 0€30IIaCHOCTH CETH?
Yro Takoe BEO-TIPUIIOKEHUS U KaKUE YIPO3bl OHU MOTYT MPEICTABIATH
JUTsl CETEBOM 0€301acHOCTH?

Kakme ™epsl MOTryT OBITh TNPEANPUHATHI IS 3alIUTHl OT aTak
MexceTeBbIX MPoTokoJoB (MITM) B ceTeBoil Oe3omacHOCTH?

Urto npencrasisieT coboi ayTeHTUUKAIUS 110 cepTHU(UKATaM U KaK OHa
MPUMEHSIETCS B CETEBOM O€30MaCHOCTH?

Kakum o0pazom cereBas 0€30MacHOCTh CBs3aHa C YIpaBICHUEM
opaBaMM  JOCTyNla M KakhMe pOJM MOryT ObIThb  Ha3HAauYeHbI
MOJIb30BaTENSIM?

Urto Takoe ceTeBble YA3BUMOCTU U KAaKU€ METO/bl UCIOJIb3YIOTCS IS UX
OoOHapyXeHUs U YCTPAHECHHS B CETEBOM 0€30MacHOCTH?

Kakue pomm MOTYyT BBIIOJHSATH MOOWUIIBHBIC YCTPONCTBA B acIeKTe
CETeBOI 0€30MACHOCTH, U KaK OHU MOTYT OBbITh 3alllUILEHbI?

Yro Takoe ympaBlieHWE CETEeBOW O€30MACHOCTBhIO W Kakue 3aJauu
BKJTIOUYAIOT B C€0sI MPOIIECCHI YITPaBICHNUs?

Kakum o0Opa3zom npuMeHeHHne NOJUTUK 0€30MaCHOCTH MOXKET YIyUIIHUTh
CETEBYI0 0€30I1aCHOCTh OPTaHU3aUuHU?

Uto mpencTaBistoT coOOM aTaku Ha YPOBHE MPHJIOKEHUN U KaK OHU
MOTYT OBITh TTPEIOTBPAIIECHBI B CETEBOM 0€30MTaCHOCTH?

Kakune texHomorumm cereBod 0€30MACHOCTH  HCHOJB3YIOTCS  JUIS
OOHapy>KeHUSI U TIPEIOTBPALICHHS BPEJOHOCHBIX MPOrpamMm?

Yro Takoe "Oemple cmucku" W "dyepHble CHOUCKU" B CETEBOU
0€30MacHOCTH, ¥ KaK OHHU MPUMEHSIIOTCS K YIIPaBICHHUIO JOCTYIIOM?

HCpC‘ICHB THUIIOBBIX IMMPAKTHYCCKHUX SaﬂaHHﬁI
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IlepeueHb TUMIOBBIX MPAKTUYECKUX 3adaHUN

1. BBINOTHUTE KOMIUIEKCHBIM aHAM3 WH(GOPMAIMOHHBIX YIPO3 M COCTaBbTE PEKOMCHIAIUU I10
3aluTe ISl CIEAYIONIUX MPEIPUSITHH:

a) noymrpaduyeckoe IpeANnpUsLTHE ¢ ABYMs odrcaMu 1 OgHOM 0a30i

JAaHHBIX KIIUCHTOB B 00JIaKe;

0) ceTb KOMMEpPYECKUX MEHTPOB U3 20 OTHEICHUH, KOTOPBIC UMEIOT

OJIMH TJIAaBHBIN OQHC;

B) MarasuH 1O Mpojaxke MeOesr, KOTOPBI UMEET JOCTyNl K 0a3e JaHHBIX 3aBOJAA MPOU3BOIUTEIS
Mebenu;

T') CEpPBUCHBIN IEHTP M0 PEMOHTY MOOWIBHBIX Tese(hOHOB.

HUcnonszys nporpammy CheckUDisk onpenenuts VID, PID duem makonmuTens.

1. JIns mpowusBonbHOW mporpamMmsl (Hampumep mnachsHc [layk) mpemocTaBTe AOCTYN K CETH C
noMotipio OparaMayspa Windows (CM. TEOpETHUECKUE CBEICHUS).

2. mporpammsel Total Commander oTkpoiite mopt 3128 mo momomrso

Opanamayspa (CM. TEOPETUICCKUE CBEICHHUS).

3. 3anpeTurte AOCTYI K CETU MHTEPHET IS MPOU3BOIBHON IPOTrpaMMbl

IO TIOMOIIBI0 OpaHaMayaIpa u (aiina hosts.

Crioco6 OJOKHPOBKH JOCTyNla K CETH IpOorpaMMaM C TIOMOINBI0 OpaHIaMyepy YKe OIHCaHO B
TEOPETUYECKON YacTH paboThl. BrimonHuTe 1uist

nacesiHca KockiaKa (Mm ApyTroil mporpaMMBbl) Takue OJIOKUPOBKL.

B xoHCcoOMM ymipaBneHus co3qaiiTe HOBBIN MIA0I0H O€30ITaCHOCTH C

nmeHeM KoHgurypamus ciryx0, B OnMcaHuH Ma0J0HA YKAKUTE ONEPAIOHHYI0 CUCTEMY, B KOTOPOM
OyJeT MpUMEHEH 3TOT a0JI0H, B COOCTBEHHYIO

(hamummto.

BrimonanTe aHam3 6€30MacHOCTH ¢ TIOMOIIBIO MIA0JI0HA, KOTOPBIH OBUIH CO3/IaH paHee.

(ep]

Jlo6aBbTe MOAKITIOYECHHBIA HAKOIIUTEIh B YEPHBIA CITHCOK.

SamudpyiiTe ¢ TOMOIIBIO Marn4ieckoro keajpara ceoe O




